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(57) ABSTRACT 

Techniques for identifying and accessing documents (e.g., 
web pages) of interest to a user in a network environment 
without compromising the user's privacy. A user system 
receives index information comprising information related 
to documents stored in a network environment. The index 
information is then used to identify and access documents of 
interest to the user. The identification of documents of 
interest to the user is performed on the user system thus 
obviating the need to provide any information to search 
engines executing on remote servers. The present invention 
preserves user privacy by controlling and minimizing the 
communication and collection of user-related information 
from the user system. Merely by way of example, the present 
invention allows users to identify and access web pages 
from web servers coupled to a communication network such 
as the Internet without compromising user privacy. 
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DOCUMENT-IDENTIFIER: US 6581072 Bl 

TITLE: Techniques for identifying and accessing information of interest to a user 
in a network environment without compromising the user's privacy 

Detailed Description Text (2) : 

According to the present invention techniques are provided which allow a user to 
identify and access documents (e.g., web pages ) of interest to the user in a 
network environment without compromising the user's privacy. More particularly, 
according to an embodiment of the present invention, the user can identify and 
access documents of interest to the user at the user system itself without having 
to have to provide user-related information to search engines executing on remote 
servers. The present invention preserves user privacy by controlling and minimizing 
the tracking and communication of user-related information from the user system. 
Techniques according to the present invention allow the user to control the 
dissemination of information related to documents and their contents accessed by 
the user. Merely by way of example, the present invention allows a user to identify 
web pages of interest to the user and to access the relevant web pages from web 
servers coupled to a communication network such as the Internet without 
compromising user privacy. 
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ABSTRACT 



Techniques for identifying and accessing documents (e.g., 
web pages) of interest to a user in a network environment 
without compromising the user's privacy. A user system 
receives index information comprising information related 
to documents stored in a network environment. The index 
information is then used to identify and access documents of 
interest to the user. The identification of documents of 
interest to the user is performed on the user system thus 
obviating the need to provide any information to search 
engines executing on remote servers. The present invention 
preserves user privacy by controlling and minimizing the 
communication and collection of user-related information 
from the user system. Merely by way of example, the present 
invention allows users to identify and access web pages 
from web servers coupled to a communication network such 
as the Internet without compromising user privacy. 
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DOCUMENT- IDENTIFIER : US 6581072 Bl 

TITLE: Techniques for identifying and accessing information of interest to a user 
in a network environment without compromising the user's privacy 

Brief Summary Text (17) : 

The user information collected by the search engines and the user profile 
information built by the search engines, which may be sensitive in nature and 
contain confidential information, may then be distributed or even sold by providers 
of search engines to entities such as advertising agencies, government agencies, 
insurance companies, business entities, and the like. This may result in the user 
being subjected to unsolicited Spam mail messages, unwelcome advertisements, credit 
card fraud, mail fraud, banking fraud, and other unwelcome activities. As a result, 
the use of a conventional search engine executing on a remote server can severely 
compromise a user's privacy and security. Further, since the information collected 
by the search engines is typically stored on a server system which is located at a 
remote location from the user's computer system, the user has very little control 
on the collection and dissemination of the information. 

Detailed Description Text (2) : 

According to the present invention techniques are provided which allow a user to * 
identify and access documents (e.g., web pages) of interest to the user in a 
network environment without compromising the user's privacy. More particularly, 
according to an embodiment of the present invention, the user can identify and 
access documents of interest to the user at the user system itself without having 
to have to provide user-related information to search engines executing on remote 
servers. The present invention preserves user privacy by controlling and minimizing 
the tracking and communication of user-related information from the user system. 
Techniques according to the present invention allow the user to control the 
dissemination of information related to documents and their contents accessed by 
the user. Merely by way of example, the present invention allows a user to identify 
web pages of interest to the user and to access the relevant web pages from web 
servers coupled to a communication network such as the Internet without 
compromising user privacy. 
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Primary Examiner — Ho sain T. Alam 

(74) Attorney, Agent, or Firm — Gates & Cooper 

(57) ABSTRACT 

A method, apparatus, and article of manufacture for man- 
aging data privacy in a database management system is 
disclosed. The apparatus comprises a database management 
system, for storing and retrieving data from a plurality of 
database tables wherein the data in the database tables is 
controllably accessible according to privacy parameters 
stored in the database table, a database management system 
interface operatively coupled to the database management 
system and controlling access to the data within the database 
tables according to the privacy parameters, and an audit 
module, communicatively coupled to the database manage- 
ment system interface, for validating enforcement of the data 
privacy parameters in the database management system. 
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L9: Entry 8 of 15 File: USPT Aug 14, 2001 



DOCUMENT- IDENTIFIER: US 6275824 Bl 
TITLE: System and method for managing data privacy in a database management system 

Detailed Description Text (74) : 

FIG. 8 is a flow chart illustrating exemplary operations used to accept an access 
request message from the data source. The present invention also allows the client* * 
(or data source) to access and control the collection, storage, and dissemination 
of personal data via the privileged view 262. First, an access request message is 
accepted from the client, as shown in block 802. Then, a privileged dataview 262 is 
provided to the client, as shown in block 804. The privileged dataview 262 provides 
access to the client's personal privacy parameters, and allows the client to view 
and change these preferences. 
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(57) ABSTRACT 

A method for creating personalized user profiles using a 
client computer, A client computer executes a method which 
monitors user activities and collects content and context 
information based on the monitored user activities. The 
client computer processes the content and context informa- 
tion to determine concepts of interest to the user and the 
user's level of interest in the concepts. Information related 
to the concepts and the user's interest level associated with, 
the concepts is used to create a personalized profile for the- 
user on the client computer. 
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File: USPT 



Mar 2, 2004 



DOCUMENT- IDENTIFIER : US 6701362 Bl 
TITLE: Method for creating user profiles 



Brief Summary Text (9) : 

Other techniques allow users to build personal web pages and to customize the 
contents of the web pages. Such a technique is used by Yahoo. TM. for their My.i' v : 
Yahoo. TM. service. While this technique is an improvement over the "subject 
category" techniques described above, it has a drawback in that it presumes that 
the user has prior knowledge of web pages which are of interest to the user. .Web 
pages which may have been of interest to the user, if known by the user, cannot be 
facilitated by this technique. Further, information regarding the contents of a 
personalized user web page is usually stored on a web server remote from the user's 
client computer. This raises several security concerns for the user since the user 
has very little control over the collection and dissemination of the personalized 
information. t . ^, v -, 

Brief Summary Text (13) : 

Thus, there is a need for a method which facilitates collection of user related 
information while minimizing the problems associated with conventional techniques. 
It is further desired that the user have complete control over the collection and 
dissemination of the information. 
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